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Sid Ch l Att k (SCA) t t t P ti l l ti f th l i t d bi t thSide Channel Attack (SCA) presents a concern to crypto Partial selection of the power samples introduces bias to theSide Channel Attack (SCA) presents a concern to crypto Partial selection of the power samples introduces bias to the 
devices mask and eventually leads to a successful attackdevices. mask and eventually leads to a successful attack.y

An SCA is any attack based on side-channel information gained from Side-channel leakage changes as mask changes This enables a better-An SCA is any attack based on side-channel information gained from Side-channel leakage changes as mask changes. This enables a better-
the physical implementation of a cryptosystem such as power consumption than-random guess of the mask Once the conditional probability of thethe physical implementation of a cryptosystem, such as power consumption, than-random guess of the mask. Once the conditional probability of the 
electromagnetic radiation timing and others The basis of SCA is the mask is biased the cryptosystem is not secure anymoreelectromagnetic radiation, timing, and others. The basis of SCA is the mask is biased, the cryptosystem is not secure anymore.
relationship between the detectable side-channel information and the E i t k d AES SB i bi ti ith k dditirelationship between the detectable side-channel information and the Experiments on a masked AES SBox in combination with a key addition 
internal secret key The setup of SCA is not complicated nor inexpensive

pe e ts o a as ed S S o co b at o t a ey add t o
(k 0 23) h b d W f d ti l l ti f th linternal secret key. The setup of SCA is not complicated nor inexpensive. (key=0x23) has been done. We found partial selection of the power samples(key 0x23) has been done. We found partial selection of the power samples 
i t d bi t th k S b tl f l tt k t dintroduces bias to the mask. Subsequently, successful attack was mounted.Side Channel Leakage: introduces bias to the mask. Subsequently, successful attack was mounted.Side‐Channel Leakage:
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random numbers called masks to randomize the internal circuit nodes and
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random numbers, called masks, to randomize the internal circuit nodes and 
therefore eliminates correlation between those nodes and the actualtherefore eliminates correlation between those nodes and the actual Figure 3 Experimental results:processed data Figure 3. Experimental results:processed data. (a) Joint probability of power and mask; (b) Detailed view of the elliptical(a) Joint probability of power and mask; (b) Detailed view of the elliptical 
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