Firewal| Ports and Protocols Sunmary

This summary is intended to be a generic guideline for any host-based
firewall inplenentation. The summary focuses on W ndows network
comuni cation, but the individual options and roles should provide

i nsi ght and gui dance for the creation of appropriate rules for any

pl at f orm

Ports affected by a rule set are specified by port nunber and transport
protocol, separated by a forward slash mark. Exanple: 21/tcp indicates
port 21 using the TCP protocol (which happens to be FTP traffic).

If arule set indicates that it provides a “Client” function, then the
port that should be opened is OUTBOUND traffic to the specified port on
sonme other conputer. |If a rule set indicates that it provides a
“Server” function, then the port that should be opened is | NBOUND
traffic to the specified port on the conputer to which you are applying
the rule set. Note: Unless otherw se specified, rule sets by default
provide a “Client” function

Where a particular rule set duplicates another rule set’s port and
protocol conbination, but specifically for a different server, the
server in question is designated in capital letters, with a hanging
i ndent, and with a generic nanme. Exanple:

Al'l ow access to DNS (allow rempte to port 53/t cp+udp)
XYZ. com DNS Servers

BASE

A set of rules denying all access to and fromthe conputer via the
net work and subsequent rules allow ng back sonme basic W ndows
net wor ki ng functions

Fi r ewal
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SUMMARY of Services

Pl NG
DNS
NETBI OS
KERBEROS

EE IR S S S I R I S S S R S

Deny All by default

Al'l ow ping locally

Al |l ow access to DNS (allow rennte to port 53/tcp+udp)

Al l ow | ocal netbhios traffic in and out (allow |local to ports

135/ udp, 137/ udp, 138/ udp, 139/t cp, 445/t cp)

Al | ow Ker beros New Ti cket Request and [ Wndows OS only] Change Password
(al l ow 88/ udp, 464/tcp)
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ROLES

A cluster of existing options conmbined for conveni ence of
i mpl enent ati on
- Or -

any conbination of existing options and application-specific functions
that are required at mnimumto ensure that an application can function
through the firewall

Banner

LR R R S R R R R R R R RS EEEEREEEEREEEREEEEREE SRR SRR EEREEEERSES

SUMMARY of Services

TNS_LI STENER

SSH

TEXAR Security

Banner Forms Servers Child Donmin
LSA
LDAP
NTP

NOTE: NETBI OS functionality needed to access the Banner forns servers
and to support ODBC connection to the Oracl e Database servers is
provided via the rules found in the base rule set

R I b A A I I O S I S I O O R

Al'l ow TNS LI STENER and SSH to Oracle server (Allow 1521/tcp, 22/tcp)
Al'l ow TEXAR Security for |oad bal ance check (all ow 333/tcp)

Al'low LSA to Domain Controllers (allow 1026/tcp, 1028/ udp, 1029/tcp)
Al'l ow Active Directory (LDAP, LDAP/SSL) | ookup to Domain Controllers
(all ow port 389/udp & 389/tcp, 636/tcp)

Al l ow Network Time Protocol to Domain Controllers (allow 123/ udp
123/t cp)

Banner Devel oper
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SUMMARY of Services
All of the above found in the Banner role, plus:

CCC HARVEST
Banner Forms Servers Child Donmin
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All of the above found in the Banner role, plus:

Allow all to Oracle server for FTP (allow */tcp)
Allow all to Oracle server CCC HARVEST (all ow */tcp)
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Deskt op
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SUMMARY of Services

FTP (web downl oads)
HTTP (web pages)

VT POP3 EMAI L

VT DI RECTORY LDAP

IR S S R I b R R O S R R S

Al'l ow FTP, PASV FTP to internet (allow 21/tcp, 20/tcp)

Al | ow connections to internet HTTP servers (allow renote to port

80/ tcp, 443/ tcp)

Al |l ow connections to POP3 mail servers (allow 25/tcp, 110/tcp , 995/tcp)
Al | ow LDAP and LDAP/ SSL | ookup to directory.vt.edu (allow 389/tcp,

389/ udp, & 636/tcp)

Exchange
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SUMMARY of Services

MS EXCHANGE to Va Tech Servers
TRUSTED DOMAI N CONTROLLERS
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Al | ow connections to Exchange (allow 1712/tcp, 1097/tcp, 1701/tcp,
1066/tcp, 1670/tcp, all/udp to Exchange server)

Al'low LSA to Domain Controllers (allow 1026/tcp, 1028/ udp, 1029/tcp)
Al'l ow Active Directory (LDAP, LDAP/SSL) |ookup to Domain Controllers
(all ow port 389/udp & 389/tcp, 636/tcp)

Al l ow Network Time Protocol to Domain Controllers (allow 123/ udp,
123/ tcp)

W ndows 2000 Donmi n
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SUMMARY of Services

CHI LD DOVAI N COVMUNI CATI ON AND AUTHENTI CATI ON

AD DDNS (Active Directory Dynam c DNS)

LSA (Local Security Authority)

LDAP (Li ghtweight Directory Access Protocol)
NTP (Network Tinme Protocol)

GLOBAL CATALOG

Not e: You must include LSA, LDAP, & NTP entries for the | P addresses of
the domain controllers for any other donmain for which you wish to
enunerate users. Use the DOVAINS option to add these other domain
controllers.
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Al |l ow access to DNS (allow rennte to port 53/tcp+udp)
W ndows 2000 DDNS Servers
Al'low LSA to Dormain Controllers (allow 1026/tcp, 1028/ udp, 1029/tcp)
Child Domain Controllers
Root Domain Controllers
Al'l ow Active Directory (LDAP, LDAP/SSL) | ookup to Domain Controllers
(all ow port 389/udp & 389/tcp, 636/tcp)
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Child Domain Controllers

Root Domain Controllers
Al l ow Network Time Protocol to Domain Controllers (allow 123/ udp,
123/ tcp)

Child Domain Controllers

Root Domai n Controllers
Al |l ow access to A obal Catalog Servers (allow 3268/tcp, 3269/tcp)

Normal = 3268, LDAP over SSL = 3269
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OPTI ONS

A specific set of rules that apply to allow one, unique
function through the firewall.

Citrix

R I b A A I I O S I S I O O R

SUMMARY of Services
Cl TRI X CLI ENT

NOTE: CITRIX initially connects on |CA
(1494/tcp) and then negoti ates a new
connection to the server on a high port
nunber (1023-65534) to separate out

mul tiple client connections
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Allow ICAto CITRI X server (allow all tcp)

Domai ns
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SUMMARY of Services

Access to DCs of trusted Child Domai ns
LSA
LDAP
NTP
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Al l ow LSA to Domain Controllers (allow 1026/tcp, 1028/ udp, 1029/tcp)
Al l ow Active Directory (LDAP, LDAP/SSL) | ookup to Donmain Controllers
(all ow port 389/udp & 389/tcp, 636/tcp)

Al'l ow Network Tinme Protocol to Domain Controllers (allow 123/ udp,
123/t cp)

FTP Cli ent
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SUMMARY of Services

PASV FTP to internet
This only has marginal effectiveness — FTP is
an old and firewal |l -unfriendly protocol.
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Al l ow FTP, PASV FTP to internet (allow 21/tcp, 20/tcp)
FTP Server
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SUMMARY of Services

PASV FTP SERVER
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Al l ow FTP, PASV FTP to internet (allow 21/tcp, 20/tcp)
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I nstant Messagi ng
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SUMMARY of Services

ACL | NSTANT MESSAG NG
I CQ | NSTANT MESSAG NG
MSN | NSTANT MESSAG NG
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Al |l ow access to AOL | M Servers (Al low 5190/tcp)
Al l ow access to 1CQ I M Server (Allow 5190/tcp)
Al l ow access to MSN I M Servers (Allow 1863/tcp)

LDAP Cli ent
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SUMMARY of Services

LDAP CLI ENT
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Al | ow LDAP and LDAP/ SSL | ookup to directory.vt.edu (allow 389/tcp,
389/ udp, & 636/tcp)

Meet i ngMaker
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SUMMARY of Services

MEETI NG MAKER CLI ENT
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Al | ow Meeting Maker connection (allow 111/tcp)

Non- VT POP3
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SUMMARY of Services

POP3 to non-VT nmil servers
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Al | ow connections to non-vt POP3 mail servers (allow 25/tcp, 110/tcp
, 995/ tcp)

Print Client
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SUMMARY of Services

TCP/ I P PRI NT CLI ENT
LPR (Line Printing Resource)
STANDARD TCP/ | P PRI NTI NG

EE IR S S S I R I S S S R S

Al'l ow LPR and Standard TCP/IP Printing (allow 515/tcp, 9100/tcp)
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Print Server
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SUMMARY of Services

TCP/ 1 P PRI NT SERVER
LPD (Line Printing Daenon)
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Al'low LPD Printing (allow 515/tcp, 9100/tcp)

Radm n
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SUMMARY of Services

RADM N Desktop renote Control Server
RADM N Desktop renote Control Viewer
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Al'l ow RADM N Desktop Control Server (allow 4899/tcp)
Al'l ow RADM N Desktop Control Viewer (allow 4899/tcp)

Ret r ospect
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SUMMARY of Services

RETROSPECT CLI ENT
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Al'l ow Retrospect to Retrospect server (allow 497/tcp, 497/ udp)

Spamet
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SUMMARY of Services

SPAMNET
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Al'l ow connections to internet Cl oudnmark SPAMNET servers (allow
2703/ tcp)

SSH Cl i ent
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SUMMARY of Services

SSH
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Al l ow SSH (al l ow 22/tcp)
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Tel net Client
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SUMMARY of Services

TELNET
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Al |l ow Tel net (allow 23/tcp)

Term nal Services Cient
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SUMMARY of Services

TERM NAL SERVI CES CLI ENT
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Allow traffic to term nal Servers (allow port 3389/tcp)
Term nal Services Server
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SUMMARY of Services

TERM NAL SERVI CES SERVER

R R R S I I S
Allow traffic to termnal Servers (allow port 3389/tcp)
VT POP3
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SUMMARY of Services

POP3 to VT mmil servers
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Al | ow connections to POP3 nuil servers (allow 25/tcp, 110/tcp ,995/tcp)

Web Client
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SUMMARY of Services

HTTP CLI ENT
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Al'low HTTP client to Internet (allow 80/tcp, 443/tcp)
Wb Server
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SUMMARY of Services

HTTP SERVER
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Al l ow HTTP Server (allow 80/tcp, 443/tcp)
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